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1. Purpose. To establish ORM in accordance with reference (a),
as an integral part of naval operations, training and planning at
all levels in order to optim ze operational capability,

readi ness, and enhance m ssion acconpli shnent.

2. Cancellation. OPNAVINST 3500.39 and MCO 3500. 27.

3. Background

a. Uncertainty and risk are inherent in the nature of
mlitary action. The success of the Naval Services is based upon
a willingness to balance risk with opportunity in taking the bold
and deci sive action necessary to triunph in battle. At the sane
ti me, commanders have a fundamental responsibility to safeguard
hi ghl y val ued personnel and material resources, and to accept
only the minimal |evel of risk necessary to acconplish an
assi gned m ssi on.

b. ORMis an effective process for maintaining readiness in
peaceti me and achi eving success in conbat w thout infringing upon
the prerogatives of the commander. Historically, the greater
percent age of |osses during conbat operations was due to m shaps.
Unnecessary |l osses either in battle or during training are
detrimental to operational capability. Since 1991, ORM applied
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both in day-to-day operations and during crisis periods, has
produced dramatic results in reducing these |osses. This

i nstruction supports the guidance provided in reference (a) to
integrate this effective techni que throughout the Departnent of
Defense. It provides a nmeans to help define risk and control it
where possi ble, thereby assisting the commander in choosing the
best course of action and seizing the opportunities which lead to
vi ctory.

c. Al naval mssions, as well as daily routines, involve
risk. Every operation, both on and off-duty, requires sone
degree of decision making that includes risk assessnent and ri sk
managenment. The naval vision is to devel op an environnent where
every |leader, Sailor, Marine and civilian is trained and
nmotivated to personally manage risk in everything they do, both
in peacetinme and during conflict, thus successfully conpleting
all operations with m ninumrisk

3. Scope. This instruction applies to all Navy and Marine Corps
activities, commands and personnel. Addressees should, as
appropriate, issue an inplenmenting instruction to augnent this
policy, including command-specific applications and requirenents.

4. Discussion. ORMis a decision nmaking process that enhances
operational capability. Naval Warfare Publication 1 states,

"Ri sk managenment and ri sk assessnent are formal, essential tools
of operational planning. Sound decision making requires the use
of these tools both in battle and in training.” ORM described
in enclosure (1), is a nethod for identifying hazards, assessing
ri sks and i nplenenting controls to reduce the risk associ ated
with any operation. |Inplenmentation of ORMin the Departnent of
the Navy will be acconplished as follows:

a. ORMwll be included in the orientation and training of
all mlitary personnel. Level of training will be comrensurate
with rank, experience and | eadership position

(1) ORMtraining shall be incorporated into | eadership
courses, General MIlitary Training and courses where operationa
enpl oynent, safety, or force protection are addressed (e.qg.
safety schools, initial warfare qualification schools, and
tactical or operational |evel war fighting courses). ORMtraining
shall be incorporated into existing training periods on safety
and operational planni ng/decision naki ng whenever possible.

(2) The ORM process and its specific application to
pertinent subjects shall be integrated into fleet tactica
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training, Personnel Qualification Standards(PQS), Naval and
Cccupational Standards, Individual Training Standards and the
Mari ne Corps Conbat Readi ness Eval uati on System

b. ORMI|essons |learned will be submtted to Chief of Nava
Operations (NO9K) and/or Commandant of the Marine Corps (SD) for
i nclusion in ORM dat a bases.

c. The ORM process shall be integrated into all levels of a
conmand.

(1) Hazards shall be identified, risks assessed, and
controls devel oped and i npl enented during the earliest possible
pl anni ng stages. Operations shall be continuously nonitored for
ef fectiveness of controls and situational changes.

(2) Information avail abl e through existing safety,
training and | essons | earned data bases will be considered
whenever practicable in making risk decisions.

5. Action. Al Navy and Marine Corps activities shall apply the
principles of ORMin planning, operations and training. The ORM
process shall be applied to optim ze operational capability and
readi ness. ORM decisions are made by the | eader directly
responsi ble for the mssion. Prudence, experience, judgenent,
intuition and situational awareness are critical elenents in
meki ng effective ri sk managenent deci sions. Wen the | eader
responsi bl e for executing the m ssion determnes that the risk
associated with that m ssion cannot be controlled at his/her

| evel, or goes beyond the commander’s stated intent, he/she shal
el evate the decision to his/her chain of command.

a. Chief of Naval Operations (NO9K) and Commandant of the
Marine Corps (SD) shall provide policy sponsorship and service
approval of Navy and Marine Corps ORM

b. Chief of Naval Operations resource sponsors shal
integrate ORMinto existing training topics during review of
courses under their cogni zance.

c. Chief of Naval Operations (NO9K) and Commandant of the
Marine Corps (SD) shall serve as technical advisors on ORM
curricul a.

d. Navy Warfare Devel opnent Command shall address ORM
concepts and applications in appropriate doctrinal publications.
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e. Systens Commands shall provide information, data and
techni cal support for the resolution of hazards under their
cogni zance.

f. Chief of Naval Education and Trai ning (CNET) shall:

(1) Develop curricula for and incorporate appropriate
ORM instructions at each | evel of fornmal
| eadership training, General MIlitary Training (GJI) and al
courses where safety or force protection is or should be
appropriately addressed.

(2) Integrate specific applications of the Operationa
Ri sk Managenent process into PQS

g. Commandi ng General, Marine Corps Conbat Devel opnent
Center shall:

(1) Develop curricula for and incorporate appropriate
ORM instructions at each |evel of fornmal
| eadership training, GVl and all courses where safety or force
protection is or should be appropriately addressed.

(2) Integrate specific applications of the Operationa
Ri sk Managenent process into Individual Training Standards and
the Mari ne Corps Conbat Readi ness Eval uation System

(3) Address ORM concepts and applications in appropriate
doctrinal publications.

h. Commander, Naval Safety Center shall provide on request
ORM excerpts from m shap and hazard reports and anal ysis of |oss
dat a.

i. Naval Manpower Analysis Center shall incorporate the
ORM process into Naval Standards and,
where specific applications warrant additional requirenents,
Cccupati onal Standards.

j. Fleet Cormanders in Chief (CINCs) and Conmanders, Marine
Forces (COMMARFORs) shall provide resources necessary to
i npl enment Operation Ri sk Managenent in accordance with this
i nstruction.

k. Fleet, Type and Marine Expeditionary Force (NEF)
Conmanders shal | :
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(1) Incorporate the ORM process into operations,
exerci ses and trai ning.

(2) Address the ORM process in post exercise/operation
reports.

. Unit Commanders shall

(1) Inplenent the ORM process within their comrands.
Exanpl es include, but are not limted to:

(a) Providing training to Conmmand personnel on
encl osure (1).

(b) Incorporating identified hazards, risk
assessnments and controls into briefs, notices and witten plans.

(c) Conducting a thorough risk assessnment for al
new or conpl ex evol utions, defining acceptable risk and possible
contingencies for the evolution

(2) Address the ORM process in safety, training and
| essons | earned reports. Reports should comment on hazards, risk
assessnents and effectiveness of controls inplenented.

(3) Informthe chain of command as to what hazards cannot
be controlled or nmtigated at their conmand | evel
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| NSTRUCTI ON TO OPERATI ONAL RI SK MANAGEMENT ( ORM

1. Background. NDP-1 (Naval Warfare) states, "By its nature,
the uncertainty of war invariably involves the acceptance of
risk...Because risk is often related to gain, |eaders weigh

ri sks against the benefits to be gained froman operation.” W
rely on the judgnment of individual Commanders to bal ance the
requi renments of mssion success with the inherent risks of
mlitary action. Naval |eaders have al ways practiced risk
managenent in their operational decision making. However, the
approach to risk, and degree of success in dealing with it, have
vari ed wi dely dependi ng on the | eader and hi s/ her |evel of

trai ning and experience. The principles of ORMcan be taught
and effectively applied throughout the Navy and Marine Corps to
enhance the deci sion making capabilities of our personnel. Many
ORM techni ques are currently incorporated into our operationa
pl anni ng and deci si on maki ng processes. The eval uation and

war gam ng of different courses of action, the establishment of
m ssi on go/no-go criteria, the enploynment of maximum m ni mum
operating envel opes, and the use of nission/ confirmation
briefings are all exanples of how Conmanders and units eval uate
and rmanage risk. In addition to continuing to utilize these
techni ques, the renminder of this enclosure outlines a
formalized process, which nay be applied in dealing with risk

2. Concept. The ORM process:

a. |s a decision making tool used by people at all levels
to increase operational effectiveness by anticipating hazards
and reducing the potential for loss, thereby increasing the
probability of a successful m ssion

b. Increases our ability to nmake informed decisions by
provi ding the best baseline of know edge and experience avail abl e.

c. Mnimzes risks to acceptable |evels, commensurate with
m ssi on acconplishrment. The anmount of risk we will take in war
is much greater than that we should be willing to take in peace,
but the process is the sane. Applying the ORM process will
reduce m shaps, |lower costs, and provide for nore efficient use
of resources.

Encl osure (1)
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3. Terms. ORM t erms:

a. Hazard - A condition with the potential to cause
personal injury or death, property damage or m ssion
degr adati on.

b. Risk - An expression of possible loss in terns of
severity and probability.

c. Risk Assessment - The process of detecting hazards and
assessi ng associ ated ri sks.

d. ORM - The process of dealing with risk associ ated
within mlitary operations, which includes risk assessnent, risk
deci sion nmaking and i npl ementation of effective risk controls.

4. Process. Figure (1) shows the flow of the ORM process. The
five step process is:

a. ldentify Hazards - Begin with an outline or chart of
the major steps in the operation (operational analysis). Next,
conduct a Prelimnary Hazard Analysis by listing all of the
hazards associated with each step in the operational analysis
al ong with possible causes for those hazards.

b. Assess Hazards - For each hazard identified, determne
the associ ated degree of risk in terns of probability and
severity. Although not required, the use of a matrix may be
hel pful in assessing hazards described further in paragraph d).

c. Mke Risk Decisions - First, develop risk contro
options. Start with the nost serious risk first and sel ect
controls that will reduce the risk to a mninmum consistent with
m ssi on acconplishment. Wth selected controls in place, decide
if the benefit of the operation outweighs the risk. [If risk
out wei ghs benefit or if assistance is required to inplenent
controls, comrunicate with higher authority in the chain of
conmand.

d. Inplenent Controls - The follow ng nmeasures can be used
to elimnate hazards or reduce the degree of risk. These are
listed by order of preference:

(1) Administrative Controls - Controls that reduce risks
t hrough specific admnistrative actions, such as:

(a) providing suitable warnings, markings, placards,
signs, and noti ces.
Encl osure (1)
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(b) establishing witten policies, prograns
i nstructions and standard operating procedures (SOP).

(c) training personnel to recognize hazards and take
appropriate precautionary neasures.

(d) limting the exposure to a hazard (either by
reduci ng the nunber of personnel/assets or the length of tine
they are exposed).

(2) Engineering Controls - Controls that use engi neering
nmet hods to reduce risks by design, material selection or
substituti on when technically or economically feasible.

(3) Personal Protective Equi pnment - Serves as a
barri er between personnel and a hazard. It should be used
when ot her controls do not reduce the hazard to an cceptable
| evel .

e. Supervise - Conduct foll owup evaluations of the
controls to ensure they renmain in place and have the desired
effect. Monitor for changes which may require further ORM
Take corrective action when necessary.

5. ORM Process Levels. The ORM process exists on three levels
The Commander sel ects which | evel based upon the nission, the
situation, the tinme available, the proficiency Ievel of
personnel and the assets available. Wile it would be
preferable to performa deliberate or in-depth risk nanagenent
process for all evolutions, the tinme and resources to do so wll
not al ways be available. One of the objectives of ORMtraining
is to develop sufficient proficiency in applying the process
such that ORM becones an automatic or intuitive part of our

deci si on- maki ng net hodol ogy. In the operational environnent,

| eaders should be able to enploy this tine-critical process to
make sound and tinely decisions that generate tenpo and
facilitate decisive results. The three levels are as foll ows:

a. Tinme-critical - An "on the run" nental or oral review
of the situation using the five step process w thout recording
the information on paper. The tine critical level of ORMis

enpl oyed by experienced personnel to consider risk while nmaking

decisions in a time-conpressed situation. It is the nornmal

| evel of ORM used during the execution phase of training or

operations, as well as in planning during crisis response

scenarios. It is particularly helpful in choosing the

appropriate course of action when an unpl anned event occurs

during the execution of a planned operation or daily routine.
Encl osure (1)
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b. Deliberate - Application of the conplete five step
process as depicted in figure | in planning an operation or
eval uating procedures. It uses primarily experience and

brainstormng to identify hazards and devel op controls, and is
therefore nost effective when done in a group. Exanples of
del i berate applications include planning of upcom ng operations,
revi ew of standard operating, maintenance or training procedures
and damage control /di saster response pl anni ng.

c. In-Depth - Deliberate process with a nore thorough
ri sk assessnent (first two of the five steps) involving research
of avail able data, use of diagram and anal ysis tools, fornal
testing or long termtracking of the hazards associated with
the operation (sometinmes with assistance fromtechnical experts) to
identify and access the hazards. It is used to nore thoroughly
study the hazards and their associated risk in a conplex
operation or system or one in which the hazards are not wel
under st ood. Exanples of in-depth applications include long term
pl anni ng of conpl ex operations, introduction of new equi pnent,
mat eri al s and m ssions, devel opnent of tactics and training
curricula and maj or system overhaul or repair.

6. Principles of ORM ORMincorporates the follow ng four
pri nci pl es:

a. Accept risk when benefits outweigh the cost. Fleet
Marine Force Manual | (WARFIGHTING states, "Risk is inherent in
war and is involved in every nission. Risk is also related to

gain; normally greater potential gain requires greater risk."
Qur naval tradition is built upon principles of seizing the
initiative and taking decisive action. The goal of ORMis not to
elimnate risk, but to manage the risk so that the nission can
be acconplished with the m ni rum anount of | oss.

b. Accept no unnecessary risk. Fleet Mrine Force Mnual |
al so states, "W should clearly understand that the acceptance
of risk does not equate to the inprudent willingness to ganble.
Take only risks which are necessary to acconplish the m ssion

c. Anticipate and manage risk by planning. Risks are
nmore easily controlled when they are identified early in the
pl anni ng process.

d. Mike risk decisions at the right level. Risk
managenent deci sions are nade by the | eader directly responsible
for the operation. Prudence, experience, judgnment, intuition
and situational awareness of |leaders directly involved in the

4
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pl anni ng and execution of the mssion are the critical elenents
in maki ng effective risk managenent decisions. Wen the |eader
responsi bl e for executing the m ssion determ nes that the risk
associated with that m ssion cannot be controlled at his/her

| evel, or goes beyond the commander’s stated intent, he/she
shal |l elevate the decision to their chain of comrand.

7. Risk Assessnent Matrix. A matrix can be used to acconplish
the second step of the ORM process. Using a matrix to quantify
and prioritize the risk(s) does not |essen the inherently

subj ective nature of risk assessnment. However, a matrix does
provi de a consistent framework for evaluating risk. Although
different matrices may be used for various applications, any

ri sk assessment tool should include the el enents of hazard
severity and m shap probability. The risk assessnent code (RAC)
defined by a matri x represents the degree of risk associated
with a hazard considering these two elenments. Wile the degree
of risk is subjective in nature, the RAC does accurately reflect
the rel ative anount of perceived risk between various hazards.
The exanpl e matrix described below is used in Naval Cccupationa
Safety and Health assessnents. Using the matrix, the RACis
derived as follows:

a. Hazard Severity - An assessnment of the worst credible
consequence which can occur as a result of a hazard. Severity
is defined by potential degree of injury, illness, property
damage, | oss of assets (tine, noney, personnel) or effect on
m ssion. The conbination of two or nore hazards may increase
the overall |evel of risk. Hazard severity categories are
assigned as Roman nuneral s according to the following criteria:

(1) Category | - The hazard nay cause death, |oss of
facility/asset or result in grave damage to national interests.

(2) Category Il - The hazard may cause severe injury,
illness, property damage, damage to national or service
interests or degradation to efficient use of assets.

(3) Category Il - The hazard nay cause mnor injury,
illness, property damage, damage to national, service or comrand
interests or degradation to efficient use of assets.

(4) Category IV - The hazard presents a nininal threat
to personnel safety or health, property, national, service or
command interests or efficient use of assets.

b. Mshap Probability - The probability that a hazard will
result in a mshap or |oss, based on an assessnent of such
factors as | ocation exposure (cycles or hours of operation),

Encl osure (1)
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af fect ed popul ati ons, experience or previously established
statistical information. M shap probability will be assigned an
English letter according to the followi ng criteria:

(1) Sub-category A - Likely to occur inmediately or
within a short period of tine. Expected to occur frequently to
an individual itemor person or continuously to a fleet,

i nventory or group.

(2) Sub-category B - Probably will occur in tine.
Expected to occur several tinmes to an individual itemor person
or frequently to a fleet, inventory or group

(3) Sub-category C - My occur in tinme. Can reasonably
be expected to occur sone tinme to an individual item or person
or several tinmes to a fleet, inventory or group

(4) Sub-category D - Unlikely to occur

c. Risk Assessnment Code - The RAC is an expression of risk
whi ch conbi nes the el ements of hazard severity and mni shap
probability. Using the matrix shown bel ow, the RAC is expressed
as a single Arabic nunmber that can be used to hel p determne
hazard abatement priorities

Figure 1
M shap Probability
Hazard Severity A B C D
I 1 1 2 3
[, 1l 1 2 3 4
IV 2 3 4 5
3 4 5 5
RAC Definitions:
1- Critical
2 - Serious
3 - Mbderate
4 - M nor
5 - Negligible
Note 1. In some cases, the worst credible consequence of a

hazard may not correspond to the hi ghest RAC for that hazard.

For exanpl e, one hazard may have two potential consequences.

The severity of the worst consequence (1) may be unlikely (D)
resulting in a RAC of 3. The severity of the | esser consequence
(I'l) may be probable (B), resulting in a RAC of 2. Therefore, it
is also inportant to consider |ess severe consequences of a

6
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hazard if they are nore likely than the worst credible
consequence, since this conbination nmay actually present a
greater overall risk

Note 2. The ORM process provides an additional tool for
commanders to use in reducing risks inherent in mlitary
operations. It is not a conplete change in the way we approach
the ri sk managenment problem but rather provides a specific

nmet hodol ogy for personnel to anticipate hazards and eval uate
risk. Just as we have trained our personnel to focus on the

m ssion, we can train our personnel to evaluate risk as part of
their decision making process. As personnel are trained in and
use the process, ORMw || becone intuitive, being applied
automatically as a nmeans to aid in quickly devel opi ng an
effective course of action to acconplish the m ssion

8. Exanple. In preparation for an anphibi ous exercise, a deck
of ficer mght use ORMto plan for |aunching small boats.

a. Step 1 - ldentify Hazards

Operational Anal ysis:

Must er deck watch section

Bri ef

Man | aunch positions

Attach lines and Load boats
Move boats over water and | ower
Detach lines and retrieve

Smal | boats nmove away from ship
Stow |ines

Must er deck watch section

b. Prelimnary Hazard Anal ysis: For each step of the
operational analysis, |ist any hazards which mght result in
personnel injury/death, property damage or m ssion degradation

Hazar ds Causes
Personnel slips/falls Wet deck
Gear adrift
Rushi ng
Ti me/ position requirenments I nconpl et e/ I naccurate brief

requi renents confused

Boat overl oaded | nadequat e training
Crew conpl acency

7 Encl osure (1)
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| mproperly attached |ines same as above

Lost control of boats Mat erial casualty (davit, crane or

(resulting in death/injury, hardness failure)

damage or del ay/ abort of Hi gh sea state

| aunch) | nproper procedures (w nch, davit
oper ati on)
| nproper positioning (boat crew
and boat)

Man over board same as above

Li nes tangl ed/ knotted same as above

I nproperly attached |ines

Snmal | boats unable to break Smal | boat engine failure
away fromthe ship Suction effect fromship

c. Step 2 - Assess Hazards. Assess each hazard identified
in ternms of severity and probability of possible |loss. For
exanpl e, the deck officer m ght assess the hazard "Lost contro
of boats" using the Ri sk Assessnment Matrix as foll ows:

(1) Consider possible consequences of hazard severity.

(a) Death, boat knocks someone unconsci ous and
overboard or crushes them between the ship and the boat (I)

(b) Severe injury, boat rolls, (Il) crewran slips
and breaks bones.

(c) Severe small boat or ship danage (11)

(d) Boat |aunch(es) del ayed or even aborted,
resulting in dimnished reconnai ssance support for the
anphi bi ous | andi ng and possi bly del ayi ng H hour due to
i nsufficient surf reports. (IIl for training environnent,
I for actual conbat)

(2) Determne probability of |loss from hazard based
on past experience, available safety data, the weather forecast
i nformati on about the operations area, assigned personnel, the
nunber of small boats and the assigned m ssion

(a) Wth current procedures and personnel, the

probability of a death during small boat operations is
considered unlikely (D).

Encl osure (1)



OPNAVI NST 3500. 39A
MCO 3500. 27A
26 SEP 00

(b) Although small boat operations have not been a
problemon this ship in the past few years, frequent small boat
m shaps in the fleet and the nunber of potential causes |ead the
deck officer to conclude that a small boat m shap resulting in
severe injury or damage and del ayed boat | aunches probably wil|l
occur in time (B).

(3) Determne the RAC. Based on the follow ng anal ysi s,
the hazard "Lost Control of Boats" would be assigned a RAC of 2,
and prioritized with other hazards based on npst serious RAC

(a) Entering the matrix with severity | and
probability D gives a RAC of 3 for personnel death during smal
boat | aunch.

(b) Entering the matrix with severity Il and
probability B gives a RAC of 2 for severe injury or damage

(c) Entering the matrix with severity Il and
probability B gives a RAC of 3 for delayed | aunch or abort
during training exercise.

d. Step 3 - Make Ri sk Deci sions

(1) Beginning with nost serious risks first (lowest
RAC), consider risk control options. For exanple, some controls
for the hazard of |ost control of boats m ght include thorough
equi pnent checkout prior to the exercise, review of key
procedures during brief, practice |launch of enpty boats prior to
exerci se, stationing supervisor/observer to nonitor proper
position and procedures and wearing hel nets.

(2) Determne if benefit outweighs risk with sel ected
controls in place. The deck officer decides the risk is
acceptable with the above controls in place. However, he nust
coordinate with the Captain to conduct the pre-exercise |launch

e. Step 4 - Inplenent Controls. The deck officer m ght
draft a pre-exercise plan which establishes a requirenent to
check the equi pnent, delineates key procedures to be briefed,
schedul es the practice |aunch and assi gns supervi sor
responsibility. Existing applicable SOPs shoul d be referenced.

9 Encl osure (1)
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f. Step 5 - Supervise
(1) rnmonitor the evolution for any changes whi ch m ght
present new hazards. Ensure appropriate supervisors enforce
establ i shed procedures and follow through with selected controls.

(2) Adjust controls which are ineffective.

(3) After the evolution, determ ne which controls were
effective and ensure they are inplenented for future, simlar evolutions.

10
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